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*** START OF CHANGES ***
[bookmark: _Toc11226370]6.X.5	RRC UE capability transfer procedure For Control Plane CIoT optimisation
In the case of Control Plane CIoT EPS optimization, if the network needs (additional) UE radio access capability information, the network initiates the UE capability enquiry procedure to a UE in RRC_CONNECTED state.
Upon receiving the UE capability enquiry when using Control Plane CIoT EPS optimisation only, the AS layer of the UE may trigger a UE capability enquiry procedure. As there is no AS security available, this procedure can not be protected as described in subclause 6.5.3. 
To protect the UE capability information, the AS part of the UE triggers the NAS part of the UE to provide the UL_NAS_MAC. UL_NAS_MAC is used to show that the UE capability information is genuine. The UE calculates a UL_NAS_MAC by using the currently used NAS integrity algorithm with the following inputs, KNASint as the key, the uplink NAS COUNT that would be used for the next uplink NAS message, the DIRECTION bit set to 0 and the UL capability information as the message to be protected to calculate NAS-MAC (see AnnexD.3.1.1).
The uplink NAS COUNT is increased by the UE in the same way as if it had sent a NAS message. 
The gNB shall send the UE Capability Information, NAS COUNT, UL_NAS_MAC in UE Capability Info Indication message to the AMF that is serving the UE.
The AMF calculates XUL-NAS-MAC (see Annex D.3.1.1) using the same inputs (i.e., uplink NAS COUNT, DIRECTION bit set to 0, and the UE capability information) as the UE used for calculating UL-NAS-MAC. The AMF then compares the received UL_NAS_MAC with XUL-NAS-MAC, and if these are equal, the network is sure that the genuine UE capability information is sent without tampering. Upon successful verification, AMF stores the verified radio capability information; otherwise, it discards the capability and releases the connection. 

*** END OF CHANGES ***
